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2. N136157 cohort ward with loT Negative Pressure Room
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anuuasUasasemaleiuas (Cybersecurity)

Fomsdilmueiilanifeiunaeana Fndszsriurensmut intermet diwngunsaifldluiindszsiiu doganginss
A199) mamwagﬂuﬁuﬁwm mi';smumﬂ%JgLLawiwwué’wmmmﬁmmL%’Wi%Lﬁaaﬁ’u cybersecurity

MM33MN31309 cybersecurity 3spaUdsuwnanindindedaulanfutueu dealdsuainasiosiunislaufiognals Huas
sgdlsdlolauland  Wildivaendevieds  uidesdunfouniediinaslawland  Jwenvnmstestunds  ndewmmndunay
novaueslilafian n13dnn1sita People, Process Waw Technoloey Fafiudsd1dn

Are we ready ?

Are we secure ?

COUNTERING CYBERRISKS

The ship management industry already
addresses risks throughout the dimensions
of people, process and technology.
Cybersecurity risks are also managed
through these:

PROCESSES

m Management systems

m Policies, procedures

m Handling of vendor/third parties
m Drills & audit regimes

TECHNOLOGY
m Antivirus
Cyberhygiene m = Firewalls
Training & awareness m m |ntrusion detection systems
Professional skills & = m Software updates, patches
qualifications m Tests

Written procedures m O Functional testing

0 Vulnerability scanning
O Penetration test

Authorization control m
Physical security =
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Hospital Information Security & Incident Management

s_
f

- Health Insurance Portability and Accountability Act (HIPAA) atulwny LﬁuLﬁamLﬁaaﬁUﬂﬂi%’Uﬁaﬁ’Uﬁaﬂﬂmmamlﬂﬁq

Ransomware liinazdunistesiu asadu Andu wiemeuaues lnegvia Verbal Discussion, Written in Paper, Computer

Application, Device #1149

- General Data Protection Regulation (GDPR) Lﬂuﬂgmmsf[,mﬁiawmwsﬂﬁﬂaaﬂmLﬁaﬂﬂﬁwﬁaa&aﬁauqﬂﬂa

dmsuludseinalng UHosNet findesnsdssniasngg filsanenunadesinnguung

d‘ %4 %4 1% = dl dl £ % 1
\eAuaseastayamuaun nlulseindlne & w.s.u. AdeItes lawn

1. W.5.U. ANATOIUBYAAIUUAAR 2562
2. W.5.U. Amuvasasesuaslaiuas 2562
3. ..U, 2198NIZYINANNRALNEINUABNNILADS 2560

NIST

National Institute of
Standards and Technology
U.S. Department of Commerce

RECOVER

Make full backups of important
business data and information

Continue to schedule
incremental backups

Consider cyber insurance

Make improvements to
processes/ procedures/
technologies

RESPOND

Develop a plan for
disasters and information
security incidents

1| IDENTIFY

Identify and control who has access to your business information

Conduct background checks

Require individual user accounts for each employee

Create policies and procedures for cybersecurity

RESPOND
= DETECT

s| DETECT

Install and update anti-virus,
anti-spyware, and other
anti-malware programs

Maintain and monitor logs

PROTECT

Limit employee access to data and information

Install Surge Protectors and Uninterruptible Power
Supplies (UPS)

Patch your operating systems and applications
routinely

Install and activate software and hardware firewalls
on all your business networks

Secure your wireless access point and networks
Set up web and email filters

Use encryption for sensitive business information
Dispose of old computers and media safely

Train your employees
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avAlsenaudrauuadlsanwenuna AHA

« Performance excellence : uaawsnaianivdatuilasniadn 3nATUuLUINTNITWEIUN

= ol e

(CQI) nanaqsay wazfiuwTunllgnanuiidaetu

» Systematic process design & implementation

« dnsendivnuadtadluszuy fa ddueautdaau Wuldeunaniziinis vind'le
Jana'la vituanale

TQC >350 « WUNHUTWISTEALFY udavunuInlunsiuuaansMmansadrnsdanaaadnuuTun
ANEAAATHY maumﬂvim'mdmmnumswmummmwua Udaansit TULARAULKY

=

uwﬁmammdn'ﬁﬂgum waznsidan ey ﬁmnwmmammwﬁﬁmaq finsfimanu

m— ssifiunannuaAmMWinuaILNUENEARATUAYaYANT

WA 1 NITUIRIANT 110 110
11 mathesdnaleeiiaiugs & ¢ » Quality improvement, Lea rning, Innovation
Lafenthuginmapmit eVt o 2 i - fimsSiensidayaid sanadasdundniinnis Tdnanisianeindivua

numnm 2 ﬂaf.l“ﬂﬂ 95 95 wad
21, SreaitRd o e wnuWanatau finsla control chart wiawsasfianeadfiunzhalunnsiasey
22 mahnagndlUfos 50 50 Aaya

L 2 98 « Core value driven organization ugavlselamiarnnaslderfianzas HA untadidluvdnlu
3.1 Wﬂuﬂ'l-'i’WN'Uﬁlqﬂﬁ’l a5 a5 n_,lsﬁlll Lﬂ ﬁauﬁm u,_,l
3.2 mmgnwwmgnﬁﬂ 50 80

wum 4 Madn MiAeaed waznedamaanuf 100 100
41 M7 Mmiwed wasnaliulgang 55 55

n'17ﬁ"uﬁun’wumaqﬁm TQA & A HA - s [ ] - I - & D -ﬁ

4.2 NNF9IANTANTAUNA ua:n‘mﬂn‘r;mm’i a5 45

NI 5 qnmm 100 100 . I m I a rl ty I e re n ce
5.1 amwmm‘{ﬂwmqnmm- 45 45
6.2 ANUYNRUIBIYARING 55 65

win 6 nafing 100 100 Similarity Difference
6.1 NTUUNIYINIU 65 665
62 Uszdngnaveanslfiinnig a5 a5

NI 7 HARNGT 400 400
7.1 uadniHrundndusiuaznazuaunig 120 120 Ultimate PUTDOSC Specific Pu rpose
7.2 uaﬁwﬁt’hu@nh 70 70
7.3 wadndduyasing 70 70 Framework Scope
7.4 uaé’wéz‘hun‘ndﬂaqrﬁnma:n‘mhﬁ'utguamﬁm 65 65
7.6 uadwiiumidu mann waznagng 7 75 Learning Focus

T NN TR

Focus on Results Assessment Method
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TOA

HA/A-HA

+ Same concept
* Part suzes HA 72 TQA

o funmamun 2 asan Multiple widludesyun

o 1l Tools Wumnutanaida

[} = dll B l'—'ll ar
* AN um'rmr]iﬂﬂﬂd“ﬂ’mw’miﬂuﬂ INBENTSAL

SN

Tools sirs 9: i fine ezl

3P, 3C-PDSA

EI*0

Performance Evaluation
Framework

Etc.

A: Approach
D: Deploy

L: Learning

|: Integration

Systematic Process
Effective

llaTsAuns=uaung

* Journey 5uan patient

— Patient safety

= TEULNTUTET TW
=] -EJI as -E'll = 1
i Tools nmiau inawiudugsunisauaiilon

W = Sharing = wawn runsiigad iy
9AT AYENFUNAANE ] L HU IW. ATWIUNIN NNITAL

A -
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1sene1u1a Advanced HA fia 1sengruianiniswaiun

AMATNUES ﬂ?ﬂﬁﬂﬂﬂﬂﬂﬂiﬂﬂﬂﬁ?u%mE)\iﬂﬂ'i THaanslu
mwsmﬁiﬂmﬂu u,auﬂaamsa“ﬂnsuﬂumswwmﬂmmw

Uimsdmmwmaﬁ

szduiaIIus qd il AHA

ningiay / (\
pCT ! ;
inprwn

mnh-n
WInfI3N (Innovation)

Organiza
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249An3 TQA A 29ANTNUNITUINIIDYNUIFENAU Ug‘ummagnm
W I o ada a P BT X v '
HASWUNIIUDENA Hssuuung JAUszansan ldnsnwennsasing
| AuA

World Leader
891 -1000 \

“Benchmark Leader

Py 791 - 890
Good (o]
Early Result 471 \Emerging Industry Leader
271-370 571 - 680
“Early Improvement
Early 371 - 470 :
Development i
TQA Score

0-270
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Micro-system Learning & Daily Management

¢* Daily Management at Patient Care Unit

¢ Understanding Our Patients

® Goals of Healthcare: Value & Excellence
¢® Compassionate Care Bundle: My Board
¢® Love Our Patients

* Daily Huddle quﬁuﬁaﬁlamﬂuﬁu

® One-on-One Meeting
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Patient Experience: A Patient Journey Map
nsiszinuuuaula (Rapid Assessment)

n131% PEF iilanvwailszi@wlnni5¥in Rapid Assessment
Performance Evaluation of Patient Care Process

Every Lean Idea Worksheet

5 Principle Elements of Daily Management (Standard Work for Leaders)

PeopleLink Board
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